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that loss of possession of the medical

information is neither necessary nor

sufficient by itself to establish a “significant

risk.” This holding significantly expands

pleading-stage exposure for entities

covered by CMIA.

Three issues will shape future CMIA

litigation. First, in the context of the

specific circumstances at issue, the

determination of the scope of the

defendant’s duty, including whether a

particular security measure or action was

required.

Second, if the defendant’s scope of duty

required a particular security measure or

action, but it was not implemented, what

non-speculative evidence is sufficient to

meet the plaintiff’s evidentiary burden on

causation to be entitled to recover CMIA

statutory “nominal” damages or actual

damages?

Third, how does the new “significant risk”

pleading standard impact the issue of class

certification, including whether it gives rise

to a predominance of individualized issues?

I. Introduction — Why
Illuminate Matters to Every
Health Care System and
Provider
For over a decade, claims under the

California Confidentiality of Medical

Information Act (“CMIA”) typically did not

proceed past a pleading challenge unless

the plaintiff pleaded facts that an

unauthorized person “actually viewed or

accessed” the plaintiff’s medical

information. On May 14, 2026, the

California Supreme Court overturned this

pleading standard in J.M. v. Illuminate

Education, Inc. [1]

The Illuminate decision involved a

defendant who was an education

technology company, not a health care

system or provider. This distinction proved

critical. The California Supreme Court first

held the defendant was not covered by

CMIA. The Court narrowed CMIA’s reach

to businesses whose primary purpose is

maintaining medical information so

individuals can manage the information or

providers can use the information for

diagnosis and treatment—not entities

holding medical information that is

incidental to other primary functions.

Rather than stop there, the Court also

replaced the “actually viewed or accessed”

CMIA pleading standard with a

requirement that a plaintiff need only plead

the defendant’s negligence created a

“significant risk” of a confidentiality

breach. The Court held that the form,

duration, and extent of the data breach, as

well as any mitigation efforts, should be

considered by the trial court in determining

if a significant risk had been pleaded, and

II. CMIA and Its
Legislatively Intended
Balance
A. CMIA Overview
1.Structure. CMIA protects “individually

identifiable medical information obtained

from a patient by a health care provider,”

subject to “limited circumstances in which

the release of such information ... is

permissible.” [2] Two primary prohibitions

exist: (a) Section 56.10 bars a covered

defendant from disclosing medical

information 
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without authorization, with a breach

causing exposure to Section 56.35

remedies; and (b) Section 56.101 requires a

covered defendant that “creates, maintains,

preserves, stores, abandons, destroys, or

disposes of medical information [to] do so

in a manner that preserves the

confidentiality of the information,” with a

negligent release causing exposure to

Section 56.36’s remedies. Both reach only

“covered” entities, including a “provider of

health care” or “contractor” as defined in

Sections 56.05 and 56.06, including

businesses that maintain medical

information for the primary purpose of

managing the information or treatment.

2.Statutory Remedies for Private Plaintiffs

(Sections 56.35 and 56.36). Section 56.35

provides a patient whose medical

information has been used or disclosed in

violation of Sections 56.10, 56.104, 56.107,

56.20, or 56.26(a), and who has sustained

economic loss or personal injury therefrom,

with legal remedies consisting of

compensatory damages, punitive damages

up to $3,000, attorney’s fees up to $1,000,

and costs.

Section 56.36(b) supplies an individual

with legal remedies for negligently released

medical information consisting of statutory

“nominal damages” of $1,000 for which “it

is not necessary that the plaintiff suffered

or was threatened with actual damages,”

and actual damages. CMIA’s statutory

“nominal” damages are the primary driver

of class litigation. Multiplied across a

breached large database or website or

patient portal, they can create exposure in

the millions or even billions of dollars.

As distinct from the legal remedies

provided to private plaintiffs in Sections

56.35 and 56.36(b), Sections 56.36(c) and

(f) provide for administrative fines and for

civil penalties in an action by public

enforcers.

CMIA is one part of a larger integrated

scheme. State regulatory agencies have

enforcement powers to address risk-based

standards under CMIA (Civil Code §

56.36(c), (f)), and Cal. Health & Safety

Code §§ 1280.15(a),(i),(j)(2) and

130202‑130203). Additionally, federal and

state public prosecutors and agencies have

enforcement powers to address risk under

the federal Health Insurance Portability

and Accountability Act of 1996, Pub. L. 104-

191, 110 Stat. 1936; 45 C.F.R. §§ 160.101-

160.104, 160.201-160.205, 164.102-164.106,

164.302-164.318 [security requirements];

and the Health Information Technology for

Economic and Clinical Health Act § 13411;

and 42 U.S.C. § 17940 [compliance audits].

B. The Legislature Originally
Enacted Regulatory
Enforcement To Address Risk
And a Limited Private Right of
Action For An Actual Breach of
Confidentiality
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CMIA’s private right of action is one component of this integrated scheme, not its

centerpiece. Unlike regulatory agencies and public enforcers, private plaintiffs are limited to

legal (not equitable) relief for intentional disclosure or negligent handling of medical

information. [3] 

The following diagram reflects these integrated statutory provisions and the Legislature’s

balance for protection of confidential medical information: 
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In Illuminate, unlike in the earlier Court of

Appeal decisions that gave rise to the

“actually viewed or accessed” standard—

Sutter Health v. Superior Court [4] and

Regents of the University of California v.

Superior Court [5]—the Legislature’s balance

as reflected by this integrated scheme was

not presented to the Supreme Court, which

may partially explain the differing outcome.

viewing the data, and reasoned that a $4

billion potential liability based on such facts

could not have been the Legislature’s intent.

In Vigil v. Muir Medical Group IPA, Inc. [8],

a departing employee downloaded the

information of 5,400+ patients. The First

District affirmed denial of class certification,

agreed with Sutter Health, and extended the

“actually viewed” standard from a pleading

requirement to a class certification

requirement. Because each class member

had to prove their own medical information

was improperly viewed—an individualized

inquiry subject to cross-examination—

individual issues predominated precluding

class certification. 

This trilogy of cases created a formidable

defense.

C. CMIA Appellate Case Law
Before Illuminate: The “Actually
Viewed” Trilogy
In Regents of the University of California v.

Superior Court [6], a physician took an

encrypted hard drive with 16,000+ patients’

records and an index card with the

password, which were stolen from his hotel

in Hawaii. The Second District issued a writ

directing that a demurrer be sustained

without leave to amend, holding that a

plaintiff must plead and prove “more than

an allegation of loss of possession” under

CMIA. The plaintiff must also plead and

prove the “confidential nature” of the

plaintiff’s medical information was actually

breached, meaning the records were

improperly viewed or accessed.

In Sutter Health v. Superior Court [7], a

computer with password-protected records

of 4,000,000+ patients was stolen from an

office. The plaintiffs could not plead what, if

anything, had happened to the medical

information on the computer. The Third

District issued a writ directing that a

demurrer be sustained without leave to

amend, holding that “[n]o breach of

confidentiality takes place until an

unauthorized person views the medical

information.” In so holding, the Court of

Appeal considered a thief who wipes and

then resells stolen hardware without ever

III. The Illuminate Court of
Appeal Decision
Illuminate Education, Inc. runs a nationwide

platform that stores and provides access to

K-12 student data including, for some,

medical information. J.M. gave medical

information to his school district, which

passed it to Illuminate. After a ransomware

data breach, J.M. filed a proposed second

amended complaint alleging that his

information was stolen and “actually

viewed,” citing solicitations and “phantom

Amazon” calls as the supporting facts.

The trial court sustained Illuminate’s

demurrer without leave to amend,

concluding that Illuminate was not a

covered entity, and that no actionable

“disclosure” or “release” was alleged. The

Second District reversed, holding Illuminate

was covered by CMIA and J.M. had

adequately pleaded a CMIA claim, citing

federal cases addressing Article III standing

based on risk. [9]
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The Supreme Court unanimously reversed,

with Justice Liu writing for the Court and

Justice Groban writing a separate

concurrence. As noted above, none of the

briefing before the Court presented the

integrated statutes of which CMIA is a part

nor the Legislature’s enacted framework

balancing agencies with expertise to enforce

privacy and security standards with the

limited private right of action for legal

remedies under CMIA. Some of the

opinion’s holdings narrow and some expand

CMIA.

1. CMIA-covered entities—the narrowing

side. First, the Court held that Illuminate

was not adequately alleged to be a “provider

of health care” under Section 56.06, which

requires that a business be organized, or that

software or hardware be designed, for the

primary purpose of maintaining medical

information to make it available to

individuals for their management of the

information or to providers for diagnosis

and treatment. Illuminate’s educational

purpose satisfied neither, and allegations

about the medical information being used

for dyslexia screening did not help because

that is, by statute, “a flag for potential risk,”

“not … a diagnosis.” [10]

2. “Significant risk of unauthorized access or

use”—the expanding side. The Court also

held that a plaintiff need not allege actual

viewing because “confidentiality is breached

when the information is exposed to a

significant risk of unauthorized access or 

use.” The Court reasoned that the statute

“focuses on the … negligent conduct of the

covered entity, not on the resulting harm.”

Therefore, the “primary inquiry … is

whether the information is exposed to a

significant risk of unauthorized access or

use,” considering “the form, duration, and

extent of the … breach” and “mitigation

efforts”; loss of possession is “neither

necessary nor always sufficient” to

establish breach of confidentiality, and

“[a]ll relevant circumstances must be

considered.” The Court disapproved

Regents, Sutter Health, and Vigil “to the

extent they are inconsistent with” this

opinion, while “express[ing] no view on the

outcomes in Regents and Sutter Health.”

Notably, citing Sutter Health, the Illuminate

majority agreed that a class action giving

rise to a potential multi-billion dollar

recovery based on risk from loss of

possession of information alone could not

be squared with the Legislature’s intent in

enacting CMIA.

3. The Groban concurrence—a potential

defense roadmap. Justice Groban joined

Justice Liu’s opinion, but flagged three key

points. First, “disclosure” under section

56.10(a) requires “an affirmative

communicative act,” so stolen data is not

“disclosed.” Second, the “significant risk”

pleading standard “cannot be satisfied by

mere speculation or … theoretical

possibility,” but “must be grounded in facts

showing that unauthorized access to or use

of the data is reasonably likely.” “Robust

encryption” can defeat it, citing Regents.

Third, in joining with the majority that

“mere loss of possession due to negligence”

is insufficient to establish a violation of

section 56.101, Justice Groban stated “this

clarification is important because “if the

IV. The California Supreme
Court Illuminate Decision
A. The Key Holdings, Including
a New Pleading Paradigm for
Private Actions

https://www.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000200&cite=CACIS56.101&originatingDoc=Id708ce704fcb11f19db6b1711bb07acf&refType=LQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Default)
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ongoing litigation expenses and exposure

often in the context of putative class

actions, despite the California Supreme

Court in Illuminate and Court of Appeal in

Sutter Health holding this is inconsistent

with legislative intent. Second, the Court

left the bounds of what kind of non-

speculative facts may establish “significant

risk” for later development. While the

concurrence’s standard of “facts showing

that unauthorized access to or use of the

data is reasonably likely” is the natural

candidate, the majority did not adopt it nor

provide other guidance. Third, the Court

answered a pleading question, and the

Court did not reach the plaintiff’s

evidentiary burden on the merits—

recognized in Regents and in Justice

Groban’s concurrence in Illuminate citing

Sutter Health—that a plaintiff ultimately

must prove an actual breach of

confidentiality to be entitled to any

recovery since otherwise the statute is not

breached.

confidentiality is not breached, the statute

is not violated,” quoting with approval the

Sutter Health decision. While made in a

decision addressing pleading requirements,

this point illustrates the open issue of what

is the plaintiff’s evidentiary burden of

proof. Additionally, while Justice Groban’s

concurring opinion provides defense

arguments for circumstances involving

theft or loss of hardware with encrypted

data, it does not address other

circumstances, including a ransomware

attack where the target of the attack paid

the hacker for promised deletion of the

data. 

B. The New Paradigm
Three points deserve emphasis. First,

moving the decisive question from a

discrete pleaded fact (actual viewing or

access of medical information by an

unauthorized individual) to an “all relevant

circumstances” inquiry will likely push

many cases past pleading challenges. This

will result in healthcare defendants facing 
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Consideration should be given to having

this issue resolved early through summary

judgment/adjudication. [12]

 (ii) Lack of causation. A plaintiff’s burden

is not met by speculation or proving

“abstract negligence”—that the defendant

did not take a security measure or action

urged by the plaintiff or expert—without

proving a causal connection to an injury to

the named plaintiff. [13] For example, an

expert’s opinion that the defendant should

have implemented software security

patches more quickly would constitute

“abstract negligence” where the underlying

incident involved a zero-day exploit

(meaning a previously unknown

vulnerability for which no patch then

existed) or where the named plaintiff’s data

was already downloaded before a patch was

available.

(iii) No actual breach of confidentiality or

no “reasonably likely” unauthorized access

to or use of the data. Even though plaintiffs

do not have to prove threatened or actual

damages under CMIA Section 56.36(b) to

recover statutory “nominal” damages, and

Illuminate replaced the “actually viewed or

accessed” with the “significant risk”

pleading standard, it is not enough to show

mere loss of possession. And at least

according to the concurrence, the pleading

must be grounded in facts that it is

“reasonably likely” their medical

information was or will be accessed or used

by an unauthorized individual. [14] 

Section 56.06 is purpose-focused. It is not

enough that a business stores medical

information. It must maintain the

information in order to make it available

for a stated purpose: individual

management or provider diagnosis or

treatment. 

Section 56.13 is tied to authorization

channels. A defendant is a covered

“recipient” only if it receives the medical

information pursuant to a CMIA

authorization or under Section 56.10(c), so

a vendor receiving data outside those

channels for reasons other than those

covered by Section 56.06 should not be

exposed to liability under CMIA.

The Data Is Not “Medical Information” As

Defined by CMIA. Not all data held by a

covered defendant constitutes “medical

information” under CMIA. Pursuant to the

governing case law, “the mere fact that a

person may have been a patient at the

hospital at some time is not sufficient.”

“Medical information” under CMIA must

be “individually identifiable” and “include

information relating to medical history,

mental or physical condition, or treatment

of the individual.” [11]

B. No Breach of the Defendant’s
Duty and/or No Causation

V. Defense Strategies After
Illuminate
A. The Defendant or Data Is Not
Within the Scope of CMIA

(i) The scope of a defendant’s duty.

Whether a defendant’s duty required a

particular security measure or action is an

issue of law for the Court to decide.
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For example, deleting data off of a stolen

computer to get it ready for sale by itself

would not constitute access that causes the

required actual breach of confidentiality. 

For example:

1.Strong encryption. An entity that

maintained medical information under

HIPAA-compliant encryption at rest and in

transit can argue it did not breach the

scope of its duty, and independently, no

“significant risk” exists in cases not

involving loss of the encryption key or

hacking of a system with built-in ability to

decrypt the medical information. 

2.Zero-day vulnerability and/or timely

patching. Where a breach exploits a zero-

day exploit, or the entity patched a

previously unknown vulnerability within a

reasonable time from when a patch became

available, it met the scope of its duty.

Negligence requires an unreasonable

failure to guard against a foreseeable and

avoidable risk.

C. No Class Certification based
on Individual Issues
Predominating
The court’s class certification analysis

includes determining whether common

issues predominate over individualized

issues. In evaluating this issue, the court

considers the substantive legal elements of

a CMIA claim and the evidence required to

prove such elements. As stated in Justice

Groban’s concurring opinion, “if the

confidentiality is not breached, the statute

is not violated.” [15] Whether each class

member’s medical information was

improperly accessed or used often requires

individual analysis and evidence, thereby

making individual issues predominate.

Additionally, the unauthorized access or

use, if any, must be of a type that

constitutes an actual breach of

confidentiality. 

VI. Conclusion
Illuminate may have slipped under the

radar of many health care systems and

providers. It represents a sea change that

creates broader exposure at the pleading

stage for the traditional health care sector,

and a narrower scope of coverage for some

medical information data-handling vendors

on the periphery. That said, strong defenses

to CMIA claims continue to exist.
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[1] (2026) 19 Cal.5th 705.

[2] Loder v. City of Glendale (1997) 14

Cal.4th 846, 859.

[3] Civ. Code §§ 56.35 and 56.36(b) [“In

addition to any other remedies available

at law …”].

[4] (2014) 227 Cal.App.4th 1546.

[5] (2013) 220 Cal.App.4th 549.

[6] Id.

[7] (2014) 227 Cal.App.4th 1546.

[8] (2022) 84 Cal.App.5th 197.

[9] J.M. v. Illuminate Education, Inc.

(2024) 103 Cal.App.5th 1125.

[10] Cal. Ed. Code, § 53008(l).

[11] Eisenhower Med. Ctr. v. Superior Ct.

(2014) 226 Cal. App. 4th 430. 

[12] See e.g., Kahn v. East Side Union

High School Dist. (2003) 31 Cal.4th 990,

1004 [“the question of ‘the existence and

scope’ of the defendant’s duty is one of

law to be decided by the court, not by a

jury, and therefore it generally is

‘amenable to resolution by summary

judgment.’”].

[13] See e.g., Noble v. Los Angeles

Dodgers, Inc. (1985) 168 Cal.App.3d 912,

916; Nola M. v. University of Southern

California (1993) 16 Cal. App. 4th 421,

435; Saelzler v. Advanced Group 400

(2001) 25 Ca1.4th 763, 773, 778, 780-781.

[14] Illuminate, 19 Cal.5th at 721, 723.

[15] Illuminate, 19 Cal.5th at 727, quoting

Sutter Health, 227 Cal.App.4th at 1556.
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	of the statute itself: The language of CIPA is a total mess. It was a mess from the get-go, but the mess gets bigger and bigger as the world continues to change and as courts are called upon to apply CIPA’s already-obtuse language to new technologies.” [8]  The court further cautioned that: “[C]ourts should not contort themselves to fit the type of conduct alleged in this case into the language of a 1967 criminal statute about wiretapping.” [9] These observations reflect growing discomfort with applying a statute enacted in the era of landline telephones to modern internet technologies. While some courts have embraced more expansive interpretations, such as in Frasco, Doe demonstrates that other courts may still remain reluctant to apply CIPA to technologies that have developed beyond what was contemplated when CIPA was drafted.
	Similarly, in Rodriguez v. Ink America International Group LLC, [10] the court examined whether website analytics tools could constitute a prohibited “pen register” under CIPA Section 638.51. Although the case did not involve healthcare data, the court’s analysis addressed issues frequently raised in website tracking litigation.
	Endnotes
	Taylor Whitten is a senior associate in the Sacramento office of King & Spalding and a member of the firm’s Healthcare practice. She represents hospitals and other healthcare providers in complex litigation matters involving managed care contracted and non-contracted disputes and fraud and abuse issues. She also regularly advises clients on issues related to contracting, reimbursement, corporate practice of medicine, innovative models for delivery of care, government program requirements, and other regulatory matters.
	Kasey Ashford is an associate in the Washington, D.C. office of King & Spalding and a member of the firm’s Healthcare practice. Kasey’s practice focuses on the representation of healthcare companies in litigation and regulatory matters. She frequently represents hospital systems and healthcare providers in managed care litigation and business disputes with health plans.

	Scott Thomas MacDonald, M.D.
	I. AI in Healthcare – a Primer
	profoundly more complex, and capable of output that is both impressive and potentially harmful. Unlike many ML models, LLM decision algorithms are typically opaque to the user, [3] obscuring the underlying equations or weights that each model feature contributes to its output. LLMs may have trillions of parameters, unlike ‘traditional’ ML models, which may only have dozens. ML models use straightforward math to generate their predictions, which is usually one number representing a probability or a simple true/false. GenAI uses more esoteric concepts such as tokenization, vector space mapping, matrix multiplication, attention; which are then reiterated over and over again in a synthetic neural network. The resulting output is also predictive in the sense that it is predicting the next word, or next part of an image, that the user might want. Multiple predictions ‘generate’ the final output. Because it’s not actually producing a pure probability, ‘generative’ is a more useful name.
	Both GenAI and ML models are ‘trained’ on data sets. The algorithms of both ‘find’ mathematical patterns in the underlying data. ML models in healthcare are typically trained on a subset of electronic health record data. However, most LLMs were initially trained on the entire Internet, and therefore incorporated the sum of modern on-line experience, with all of the inherent vice, bias, temperaments, flaws, and manipulation inherent therein. Because many medical applications use ‘general’ LLMs, and not only medical data, this is a critical difference.
	The use of the Internet as a training platform can lead LLMs to distorted predictions for real-world human situations as it has been trained only on the often-dysfunctional data relationships we’ve all seen online. This, along with randomness and complexity inherent in the huge models often lead to predictions that are hallucinated,[4] confabulated,[5] or have some other obvious error or bias, including racial bias.[6] In healthcare, biases of any type are a serious concern not just to the concepts of fairness and health equity, but they can have a direct negative impact to specific patient outcomes. [7] A key thing to remember is that (in 2026, at least) these models are not conscious and do not have a way to ‘understand’ or contextualize the world in the sense you and I know. To LLMs, it’s still just math at the end of the day.
	Another important piece of terminology is ‘the prompt’- this is the plain-English text that a user (or automated system) sends to the LLM. This prompt is analogous to a computer program, though it doesn’t require specific syntax or structure like a programming language. Prompt Engineering is an emerging skillset/field that is important to safely use GenAI. It is concerned with telling the system what kind of response you want, what data to consider in order to respond  adequately, and more importantly, what NOT to do – guardrails for reducing risks of harm through bias or misinformation.
	Finally, an emerging use of LLMs is in Agentic AI. This allows the output of a model to have a real-world impact by
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	in an evaluative context, but do not (yet) impact standard of care:
	Draft responses to clinical portal messages. Since the Covid-19 pandemic, data shows a shift in how patients interact with their care teams. [12] The initial increase in volume of messages about care, and the corresponding interest of patients in non-traditional modes of care have not subsided, even as people have returned to more normal activities- analogous to the resistance to “return to office” mandates. This technology generates draft responses to patient messages when the patients send messages directly to their providers’ Electronic Medical Record (EMR) “inbox” through a patient’s electronic medical portal. These tools have the potential to help with burnout [13] by decreasing provider workload. To date, these technologies have not shown dramatic decreases in time spent, but do seem to decrease the cognitive effort which may be a more useful, though surprising outcome. Several studies have shown the GenAI responses tend to be more detailed and empathetic as well, potentially improving the patient’s experience. [14] Importantly, these GenAI outputs are merely a starting point for the final response sent to the patient. Providers still have a standard of care obligation to review the draft responses, including to address safety and accuracy concerns. Since they are optional, poor drafts can simply be ignored. Because this application uses general-purpose LLMs they are subject to biases discussed above. These tools typically have access to minimal patient-specific information, so the responses are often too general to be of great use. [15] Evolution of these tools to use
	more specific models and prompts to incorporate more patient-specific information will likely occur.
	Chart Summarization. One of the unintended consequences of the nationwide transition to Electronic Health Records (EHRs)[16] and coding regulations was the development of “note bloat,” or the over inclusion of patient data in an encounter note including redundancies and irrelevant content as a result of copying and pasting, and template EMR practices. As a result, getting to know a new patient or understanding what has happened since their last encounter often means wading through endless scrolls of repetitive text. GenAI is quite effective at reformatting text, so having LLMs extract the key points of multiple notes may help provider burnout, and potentially surface key knowledge that might have not otherwise been appreciated, improving patient safety and care effectiveness. However, this free text review and summarization has yet to be proven in terms of reliably extracting the key information, especially in unusual clinical circumstances. Predicated on that, potential for time savings and clinical efficiency is significant. [17]
	Coding support. Distilling information not for clinical understanding, but to guide medical billing efforts, such as Evaluation and Management (E/M) coding may help providers and coders alike save time and cognitive effort by moving to a more supervisory than generative role. More recent revenue support tools tout the ability to optimize reimbursement and minimize administrative processes like claims review and appeals of reimbursement denials.
	Natural Language Processing. Although no AI can ‘understand’ the content of a clinical note, the ability to extract ‘meaning’ from a note is becoming fairly robust. Future routine implementation of systems to look at words in relationship to words around it, and elsewhere in the note could convert text to structured data that could be used to support many healthcare needs. Imagine the computer ‘knows’ that a note designates a patient as having a specific symptom, lab value, physical finding. This could then be used to find patients for population health efforts, help make diagnoses faster and more accurate through clinical decision support systems, identify patients for clinical trials or do observational research on existing data, or generate explanation and guidance for patients at their reading and health literacy level in the context of their overall medical situation.
	In this GenAI space, concerns around harms center around inaccuracies in AI outputs. Obviously biases may perpetuate disparities, but to date most medical applications of GenAI in the medical field have a ‘human in the loop.’ The clinician should note and correct any errors. However, I fear that as these tools become more accepted, automation bias (a cognitive bias that leads users to trust computers more than their own instincts) may permit errors, confabulations, and racial biases to seep back into clinical care.
	As an Informaticist, I also am concerned about legislative impacts on technologic progress.
	While very well intentioned, state and federal legislation is going after a quickly moving target. This is straightforward for risk prediction models, but difficult to conceptualize for GenAI where the ‘explainability’ is low. Increasingly, these models are being used in the clinical space and being considered ‘Software as a Medical Device’ and thus subject to FDA regulation. [18] These additional considerations may prevent dangerous AI from being released onto the marketplace but may stifle innovation. This may particularly disadvantage independent providers, small medical groups, and less-well-resourced medical groups that don’t have the ability to develop their own models or LLM-based tools.
	And then there is uncertainty that the volume and breadth of California state AI legislation brings. In the past few years’ legislative sessions, California has passed over 20 AI governance laws,[19] many focused specifically on healthcare, with even more laws having been proposed. An unintended consequence of California’s attempt to quickly assemble robust AI governance scaffolding is uncertainty, especially in the countless draft laws that continue to be proposed. For example, look to AB 1979 [20] and AB 2575, [21] both currently pending California bills. AB 2575 would add to the Labor Code a provision solidifying in law that workers providing direct patient care are free to use their professional judgment to make assessments and decisions within their scopes of practice. It would also codify the state policy that licensed healthcare
	workers should not be penalized for their good faith reliance on technology their employer provides to assist with patient care. The bill would prohibit an employer from using technology to replace or eliminate the worker’s professional judgment in patient care, and related allegations of retaliation or discrimination would be subject to a Labor Commissioner complaint. However, AB 1979 takes an even more aggressive approach to practitioner autonomy by affirmatively requiring a health facility, clinic, or practice to take reasonable steps to ensure licensed providers retain the ability to exercise independent judgment, within their scope of practice, whenever care is informed by a clinical decision support system output. Violation could constitute a criminal offense. These overlapping and potentially competing laws, actively pending in the California Legislature at the same time, demonstrate the inconsistency and the volume at which AI legislation is being proposed.
	Beyond the inconsistencies, some pending legislation also introduces uncertainty to long-standing provider standards and workflows, and to new health advancements. Looking again to AB 1979, more recent edits to the bill include language prohibiting AI tools, systems, or devices from independently performing clinical functions that are required by law to be performed by a person with a professional license.[22] While this may certainly include GenAI activity, it could arguably also include standard automation and low risk ML modeling that has been
	proven safe and useful, such as an EMR flagging a patient’s lab value that is out of range. Moreover, to the extent this proposed limitation would prohibit a health system or clinic from using AI to instruct unlicensed staff to perform certain tasks, it may outlaw automated triage algorithms and would likely dampen innovation especially in population health which requires large data modeling to craft health plans and workflows to advance health equity.
	Finally, another area in which pending legislation continues to cause ambiguity and uncertainty is in the basic use and availability of GenAI for health systems, clinics, and practices, due to the potential administrative burdens of use. Looking again to AB 2575, the pending bill puts an affirmative requirement on health facilities and clinics to provide certain notices and information to a health care worker using an AI tool. Recent amendments to this bill stripped from the bill even more onerous requirements, including: description of ongoing maintenance and use, description of the relevant training data, and a list of the inputs [23] (which could be hundreds per decision point in an AI tool). While transparency, safety, and keeping a provider in-the-loop are important, the practical implementation of this type of detailed reporting is significant. For example, as noted above, EMR vendors may have dozens or even hundreds of tools embedded in their systems, all of which may be subject to this detailed reporting. For a smaller clinic or provider
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	patient instructions, and result narratives to better match patient’s reading and health literacy levels. For example, the AI Scribed note can be shared with the patient/family in simpler terms – hopefully leading to more engagement with their care through better understanding of my recommendations and rationales.
	Despite the benefits I and my colleagues have experienced with these GenAI provider-assistive tools, concerns in this space persist, especially for those more novice with GenAI tools. Common provider concerns include:
	Administrative expectations. If I spend less time writing notes, then will I be expected to see more patients? If so, then this technology is helping the bottom line but keeping me at my current level of burnout.
	Dynamic California legislation around AI transparency. California has been a national leader in AI legislation, and every legislative session seems to bring new requirements and considerations for AI impacting healthcare operations. As a provider, common questions include, “How much time will I have to spend explaining this to patients? Do I know enough to explain it to them without coming across as ignorant?” As the volume and complexity of state laws governing AI increase, patient awareness and confusion grow. For example, Cal. Health & Safety Code § 1339.75 [24] requires health facilities, physician offices, clinics, and other group practices to generate a notice to patients for written or verbal patient communications that are generated by GenAI.
	While communications read and reviewed by a human licensed or certified health care provider are exempt from the notice requirements, because of the use of multiple GenAI systems by a large volume of diverse practitioners, larger health systems are opting to include the notice even when providers review the message, in an abundance of caution. However, providing the notice implying GenAI generated messaging to patients on communications thoroughly reviewed and vetted by their providers can cause patient confusion and undermine patient trust in their provider’s level of involvement in their care.
	Liability and Medical Standard of Care. When utilizing new tools, the impact on the standard of care is always top of mind. What if the tool hallucinates, and I miss it in my review? Or the converse, what if a summarization tool misses a critical care element, such as a medication allergy, and I don’t find it in my own chart review? Am I liable if there is patient harm? In this sense, does use of an AI tool designed to help streamline my time while being more thorough of the patient’s medical history actually require more effort and diligence than traditional practice? After all, California AB 316, effective January 1, 2026, precludes the affirmative defense that AI autonomously caused the plaintiff’s harm. [25] If passed by the Legislature, AB 2575 would be the flip-side of that coin by prohibiting developers and users of AI clinical decision support systems from asserting the affirmative defense that a provider failed to override an output of the tool or system in a case where a plaintiff alleges injury due to AI tool use. While AB 2575 would help protect
	providers by preventing a company or healthcare system which develops and/or deploys an AI clinical support tool from avoiding liability by pointing the finger entirely at a licensed provider for following the advice of the tool, there is still great uncertainty regarding how AI-tool use will affect the medical standard of care, especially in litigation.
	Moreover, questions remain about when and how use of an AI tool might factor into the consideration of reasonable “level of skill, knowledge, and care in diagnosis and treatment” [26] to satisfy the standard of care in medical malpractice litigation. As the GenAI tools become more sophisticated and integrated, and as they serve more diverse service lines, at what point will failing to use GenAI tools fall below the medical standard of care?
	Privacy. Where exactly is my patient’s data going? California AB 352 limits where I send reproductive/gender affirming care information, [27] – how can I safely use GenAI without improper disclosures or putting my patient at risk?
	Prompt Literacy. File this concern under ‘the output is only as good as the input.’ Because prompt engineering is key to obtaining safe and effective output, physicians with less prompt literacy using tools which rely heavily on well formulated prompts increases the risk of missing, incomplete, or misleading outputs.
	All of these concerns are magnified in less-resourced settings that do not have robust legal and compliance expertise. Smaller medical practices are more likely
	vulnerable to misleading sales tactics; they don’t know the right questions to ask, and are likely not keeping up with regulatory changes. But it’s clear that medical practices of all sizes in California will face unique requirements around AI. Fortunately, many health systems in the state are leaders in national healthcare AI collaboratives, such as the Coalition for Health AI (CHAI) [28], which is positioning itself as a state and national resource for good GenAI governance in healthcare, especially for smaller provider groups and novices to GenAI in healthcare.
	And despite these concerns, nearly all the GenAI tools referenced make inroads to achieving the Quadruple Aim. For example, offering the same or better care and results more quickly benefits both the patient experience and the wellness of healthcare workers. Performing the same tasks with less resources is cost effective; and population health initiatives, which are often underserved especially during resource-droughts, benefit from the economies of scale.
	Ultimately, different types of AI are making inroads into healthcare – with both great potential to improve the Quadruple Aim, as well as to perpetuate (or attenuate) disparities depending on how thoughtful we are in their design and implementation. The path forward to productive, effective GenAI in healthcare will take engagement from vendors, regulators, attorneys, clinicians, informaticians, and patients themselves.
	Endnotes
	[2] Artificial Intelligence: Current Legal Considerations For California Health Care was the first installment in the Artificial Intelligence series, appearing in the Spring 2024 edition of the California Health Law News.
	[3] AI vendors commonly assert these algorithms are protected from disclosure by proprietary concerns. However, even with disclosure, the complexity of the algorithms is typically beyond human comprehension.
	[4] “Hallucination” is a term commonly used to describe misleading LLM outputs which provide users with factually inaccurate, illogical, or other fabricated data presented by the LLM to be authentic and factual. (Definition derived from When AI Gets It Wrong: Addressing AI Hallucinations and Bias, Massachusetts Institute of Technology (MIT) Sloan Teaching & Learning Technologies, (https://mitsloanedtech.mit.edu/ai/basics/addressing-ai-hallucinations-and-bias/, last visited July 2, 2026); and Glossary of Terms: Generative AI Basics, Massachusetts Institute of Technology (MIT) Sloan Teaching & Learning Technologies, (https://mitsloanedtech.mit.edu/ai/basics/glossary/#Hallucination, last visited July 2, 2026).
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	Second, the opinion confirms that evidence of prior contract rates can be probative of fair market value even after the agreement has terminated.
	Third, the decision reinforces that Section 1300.71 compliance and quantum meruit valuation are related but distinct inquiries.
	Fourth, it gives trial courts discretion to exclude cost evidence when the valuation question is what the services were worth to the recipient in the market, rather than what they cost the provider to deliver.
	Fifth, it permits valuation experts to adjust the lower in-network commercial rates in a fair market value analysis of out-of-network emergency services to account for steerage and other managed care market dynamics when comparing in-network and out-of-network reimbursement data.
	Pomona Valley is more than a reimbursement dispute over percentages of billed charges. The published decision clarifies how California courts may distinguish regulatory reimbursement methodology from common law quantum meruit valuation, how prior terminated contract rates may remain relevant, how cost evidence may be controlled, how steerage evidence may inform expert valuation, and what interest rate applies when a quantum meruit claim is treated as contractual but not as a breach of contract claim. Following remand and the denial of further review, judgment was entered in favor of Pomona Valley.
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	[2] For ease of reference, this article refers to Title 28, California Code of Regulations, section 1300.71(a)(3)(B) as “Section 1300.71.”
	[3] The Knox-Keene Act qualifies as a “specified state law” for purposes of the No Surprises Act’s federal independent dispute resolution (“IDR”) process. As a result, for fully insured Knox-Keene Act plans, the federal IDR process generally does not apply, except for claims involving ERISA plans or out-of-state payors. Cal. Dep’t of Managed Health Care, All Plan Letter 22-011, No Surprises Act (NSA) Guidance (Mar. 21, 2022), https://www.dmhc.ca.gov/Portals/0/Docs/OPL/APL%2022-011%20-%20No%20Surprises%20Act%20(NSA)%20Guidance%20(3_21_22).pdf?ver=2022-03-21-171002-097.
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